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Executive Summary

The modern enterprise website is a maze of technologies and data
flows. As organizations grow, every campaign, tag, and tracking
rule compounds the complexity. Without strong governance, that
complexity turns into chaos. ObservePoint's latest benchmark
scan reveals widespread blind spots in analytics coverage, privacy
compliance, and accessibility readiness.

« Analytics visibility is incomplete, leaving many top pages
untracked or using outdated tags.

« Privacy programs lag behind regulation, with many sites
mismanaging consent or continuing to set cookies after
opt-out.

« Accessibility remains an afterthought, exposing brands to
lawsuits and excluding potential customers.

Together, these gaps reveal that compliance confidence isn't only
about tools and martech, it's about consistent governance of those
technologies and how they’re behaving across your digital ecosystem.
Without automation and cross-team alignment, even leading brands
risk non-compliance, data inaccuracy, and eroded trust.



Why This
Matters
Now

= Regulators are watching.
TaT} Fines and settlements have increased sharply in 2025, and failure to

The regulatory and operational
pressures on enterprise websites
continue to rise. Enforcement is
increasing for privacy regulations
such as GDPR and CCPA, as well

as accessibility laws like the ADA
and EAA. Meanwhile, tracking and
functionality errors continue to be

a constant threat to complex digital
experiences and campaign efficacy.

honor consent or accessibility standards can be costly.

Data quality is at risk.
Without proper governance, misfired tags and missing consent logic
distort analytics and waste marketing spend.

o
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o

Customer trust is fragile.
Users expect transparency, control, and inclusion. When websites ignore

preferences or accessibility, reputational damage follows quickly.

In short, governance is no longer
optional; it's a competitive
advantage. Enterprises that invest
in automated testing, consent
validation, and accessibility
monitoring will not only reduce
compliance exposure but also
strengthen the integrity of their
digital experiences.



Methodology

We used ObservePoint to scan a significant majority of
Fortune 1000 websites, 10 pages deep from the home page.
Tests included:

Consent Manager

Analytics coverage &
presence & function

legacy tags

Post-opt-out behavior
(ad trackers, third-party cookies)

Consent Mode signaling
(Google/Bing where detected)

Global Privacy Control
(GPC) honoring
for California-sourced traffic

(Germany-sourced audits simulating
prior consent requirements)

Accessibility
against WCAG 2.1 (A/AA)

Geo-data egress
destination analysis

Q EU consent posture

NOTE

Benchmarks reflect the state observed during the Audit window; individual sites may
have changed since. “Third-party cookies” refers to any third-party domain cookie (not
limited to ad tech). “Advertising trackers” includes pixels/tags across major platforms.

We first presented some of the data in an engaging and interactive webinar if you'd
. Otherwise, read on for detailed information on what the numbers mean.


https://www.observepoint.com/webinars/what-we-learned-scanning-the-fortune-1000/

Findings in Detalil

68.9%

Coverage: Only 68.9% of pages carried
analytics tags, leaving key journeys invisible.

21.6%

Legacy tech: 21.6% still deploy the deprecated
Google Universal Analytics tag, creating data
gaps and governance risk.

46.7%

CMP presence: Only 46.7% of home pages
offered a functional consent UlI.

55.4%

Ad trackers after opt-out: 55.4% still loaded
ad tech.

71%

Third-party cookies after opt-out: 71% still
set third-party cookies, even when a visitor
said “don’t track.”

Implication:

Many implementations default to
U.S. opted-in expectations; in the
EEA/UK, consent must be obtained
before tracking.

What good looks like:

GDPR covers 30 nations including the UK
and the EEA (European Economic Area).
If you're in the EAA, websites must get
“informed, explicit, and prior consent”
before tracking visitors in Europe.

Implication:

Only half of the Fortune 1000 were giving
website visitors an opportunity to opt out of
tracking, and only half of those were honoring
those visitors’ choices. We pay close attention
to third-party cookies because they have

the ability to track users across sites. CMP
implementations can be misconfigured,
piggyback tags can bypass the tag manager
(which is the CMP's source of truth), or website
sections managed by a third-party partner may
not be following the same consent rules. This
erodes user trust and amplifies regulatory risk.

What good looks like:

« Cookie banners should be available on
every page of a website

« Consent preferences should be tested
as an opted-out visitor to make sure that
cookies aren’t being set



Consent Mode
Signaling (U.S. Traffic)

52.2%

Google Ads: 55.5% sent a Consent Mode
flag; just 52.2% of those signaled the
correct “do not track.”

5.8%

Bing Ads: a mere 5.8% sent any
Consent Mode flag.

Europe: Informed,

Explicit, & Prior Consent

68.1%

Tracking without prior consent

73.1%

Third-party cookies without
prior consent

Implication:

Partial or incorrect Consent
Mode adoption undermines both
compliance and the value of
modeled/aggregated reporting.

What good looks like:

Consent Mode is a feature in Google, Bing,
and Amazon ads that adjusts how tracking
and advertising tags behave based on

a user’s consent choices. When a visitor
declines cookies or tracking, Consent Mode
ensures that only anonymized or limited
data is sent, allowing advertisers to maintain
compliance with privacy regulations while
still collecting essential, aggregated insights
for campaign performance and optimization.
While we checked U.S. traffic, Consent Mode
was really built for Europe.

Implication:

Many implementations default to U.S.
opted-in expectations; in the EEA/UK,
consent must be obtained before tracking.

What good looks like

GDPR covers 30 nations including the UK
and the EEA (European Economic Area).

If you're in the EAA, websites must get
“informed, explicit, and prior consent” before
tracking visitors in Europe.



e Implication:

Basically, website owners do not care about GPC.
Regulators explicitly expect recognition of user-
enabled global privacy controls. In fact, California
just passed a new law stating that all browsers must
implement a universal opt out option for visitors. See

93 -I% the enforcement timeline below for eye-watering

b fines against companies ignoring GPC.
Non-honor rate for CA visitors

What good looks like:

Global Privacy Control is a mechanism that users
can turn on in their browsers, that pre-notifies
websites in the HTTP request that you do not want
to be tracked.

« Test your website with the GPC signal turned on
to see what tags fire and cookies set

e Implication:

Only 9 websites sent visitor data to countries
prohibited by the U.S. Department of
Justice, which is great. However, when
we tested the Fortune 1000 websites as a
visitor fromn Germany, almost all websites
9 Sites sent data outside of Europe. Since many
of the Fortune 1000 are based in the U.S,,
the percentage shrank after excluding the

To U.S.-prohibited jurisdictions

98 -Io/ States. Even benign signals like IP address
-170 and user agent string can trigger scrutiny
From Germany to outside UK/EEA: under data transfer rules or company policy.

98.1% overall; 25.2% when excluding U.S.

What good looks like

+ Regularly audit websites for geos to catch
data transfer to prohibited countries

» Keep European visitor data in Europe



° Implication:

Accessibility is not easy to get right. It requires
both automated and manual testing. Failing
to accommodate users with disabilities is both
ethically wrong and legally risky.

8.7% What good looks like:
Moderate Making websites functional for visitors with
disabilities is the right thing to do. It's bad
99.6% marketing to make it difficult for millions
. of people to understand, see, or hear your
Serious website.
89.3% » Understand what parts of accessibility you

can scan for (don't rely on widgets)

Critical .
« Build processes to manually check those

that need a human check

Enforcement Timeline
Recent U.S. and Global Actions

PENALTY /

ENTITY VIOLATION SOURCE

OUTCOME

Failure to honor GPC and data-sharing CA AG Press Release

July 2025 Healthline Media violations under CCPA $1.55M fine (2025)
March 2025 Honda CI:"RA violations (ad tech, data-sharing $632,500 CPPA Enforcement
without consent) settlement Update
Failure to register as data broker under Cease operations
February 2025 Background Alert SB 362 (Delete Act) for 3 years CPPA Announcement
Key Marketing Data broker non-registration under Financial penalty,
BN EL R 207 Advantage SB 362 registration required SRR AU MBI
2025 Fashion Nova Accessibility (ADA/WCAG) class action $5.15M settlement Federal Court Filing &
Accessibility.com
. . 2,014 cases, Accessibility.com
H12025 General trend ADA website lawsuits +379% Yoy Mid-Year Report
2022 Sephora Failure to honor Global Privacy Control $1.2M fine CA AG Press Release



What It Costs to Ignore Governance

Regulatory fines & injunctions: Data quality loss: Incorrect Brand trust hits: Users

e Multi-million-dollar privacy consent/measurement erodes Q notice dark patterns, cross-
and ADA settlements (see ROI and decision-making. site tracking, and broken
Enforcement Timeline). experiences.

How to Fix It (A Practical Playbook)

PILLAR 1 « Automate audits across Analytics, Privacy, Accessibility,
and important conversion paths.

« Simulate consent states; test from multiple geographies;
include GPC.

+ Employ automated audits from a third-party. Problems
are pervasive, high volume, and hard to detect manually.

PILLAR 2 « Continuously test for new or unauthorized trackers and
third-party cookies post opt-out or before opt-in.

» Keep cookie categories up-to-date
« Watch out for piggyback tags

» Set up alerts for geolocations

PILLAR 3 « Establish a cross-functional Website Governance Charter.

« Define ownership, remediation processes, and alerting
for fixes.

» Track remediation in backlog; report to executives
monthly.

ObservePoint can help: Observe Polnl-

Automated scanning, consent simulation, GPC testing, geo

testing, WCAG checks, and alerting built for scale across
. . Try for Free
complex, enterprise websites.



https://app.observepoint.com/sign-up

